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2. Device Configuration  
 

 

 

 

  

  

Add Template 
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Edit Device 

Template 

Delete Device 
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The dashboard allows you to view various user activity reports like data usage per device, 

traffic specific website access, syslog and more. 

 

This section deals with the device configuration.  
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Configure 

Once you click on the “+” symbol a window will appear, fill in the required details. 

Note: Default configuration is already available. 

In case you want to make any changes in the configuration, perform the following steps: 
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Add IP4 

Apply 

Configuration  

Download 

Configuration 

Device template configure section allows following changes: 

Set IPv4 and IPv6 address to be used on a configured upstream (WAN) or downstream (LAN) 

interface. 

Apply 

Configuration  

Download 

Configuration 

Edit LLDP 

Edit IP4 Delete 

Add IP6 
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Statistics Statistics are traffic counters, neighbour tables 

Health Health check gets executed periodically and will report a health value between 0-100 
indicating how healthy the device thinks it is. 
 

WiFi Filter Defines which types of ieee802.11 management frames shall be sent up to the controller. 
 

DHCP Snooping Defines which types of ieee802.11 management frames shall be sent up to the controller. 

Apply 

Configuration  

Download 

Configuration 

Edit 

The Metrics section provides a granular configuration. There are several types of metrics that 

shall be reported in certain intervals. 

The Service section describes all of the services that may be present on the AP. Each service is 

then referenced via its name inside an interface. 

Apply 

Configuration 

Download 

Configuration 

Edit 
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LLDP Link Layer Discovery Protocol describes interfaces and capabilities between directly attached 

neighbours over Layer 2. 

SSH SSH provides strong password authentication and public key authentication, as well as 

encrypted data communications between two computers connecting over an open network, 

such as the internet. 

NTP NTP is intended to synchronize all subscribing devices to within a few milliseconds of 

Coordinated Universal Time (UTC) by querying a master server for the current time and then 

resetting its own local clock to match. 

MDNS It resolves hostnames to IP addresses within small networks that do not include a local name 

server. 

RTTY RTTY (Radio TeleTYpe) is a method of using tones to send digital messages between radios in 
amateur HF bands (and other services). This section can be used to setup a persistent 
connection to a rTTY server. 

HTTP HTTP functions as a request-response protocol in the client-server computing model. Enables 
the webserver with the on-boarding webui 

IGMP ICMP creates and sends messages to the source IP address indicating that a gateway to the 
internet, such as a router, service or host, cannot be reached for packet delivery.  

Online Check This section is used to make end user aware about the backhaul connectivity status either by 
using LEDs or SSID broadcast. If enabled, AP starts to blink LED or stops broadcasting the SSID 
if the connectivity to host (Hosts that shall be pinged to find out if we are online) is lost 

OpenFlow OpenFlow specifies the communication between the control plane and the data plane. This 
protocol allows a server to tell network switches where to send packets. 

WiFi Steering Wifi band steering detects what a wireless device supports and automatically steers it to the 
best available frequency band when connecting to a Wifi network. 

Captive Portal This section can be used to setup a captive portal on the AP with a click-to-continue splash 
page. 

Content Filtering Content filtering is a process that manages or screens access to specific emails or 
webpages, executables and other suspicious items. 

Air Time Fairness This section describes the VLAN behaviour of a logical network interface. 

Edit 

1 

2 

Open Flow Configuration:  
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Fill in the required details: 

WiFi Steering: 

1 

2 Edit  
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Delete 

Fill in the required details: 

Captive Portal: 

1 

2 Edit  
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  Fill in the required details: 

The Radio section deals with configuration of radio mode, channel, and power level of an access 

point, essential functions to consider when setting and deploying networks.  

Add Radio 

Apply Configuration  

Download 

Configuration  

1 

2 

3 

Edit Radio Delete 
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Fill in the required details: 

The Wireless section is focused on ensuring that your WiFi network is secure and protected from 

unauthorized access or interference. One of the options available to you is the ability to set a 

unique SSID (Service Set Identifier) for your network, which is essentially the name that your 

WiFi network will be identified by. 

Add Wireless 
Download 

Configuration 

Apply Configuration 

1 

2 

3 

4 

Edit Wireless Delete 
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Fill in the required details: 

The Interface section describes the logical network interfaces of the device. Interfaces as their 

primary have a role that is upstream, downstream, guest network, etc. 

Add Interface 
Download 

Configuration 

Apply Configuration 

Edit Interface Delete 

1 

2 

4 

3 
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To add or edit the Interface, fill in the required details: 
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2. Access Point Provisioning 
 

  This section allows you to add an access point in your network. 

Add AP 
Map 

Search 

1 

2 

2 

3 

Fill in the required details in order to add a new access point. 
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3. Access Point Command Section 
  

Reboot Reboot a device 

Firmware upgrade Upgrade a device 

Wifi-Scan Launch a wifi scan for a device 

Connect Get the rtty parameter to initiate a session with AP 

Blink Blink the LEDs on a device 

Trace Launch a trace for a device 

Factory Reset Factory reset a device 

Configure  Configure a device by passing a raw json config profile 

Telemetry Request a telemetry stream either on screen using websocket or to backend over kafka 

This section defines various commands that can be given to the access points. 

1 

2 

Add AP 

Search 

Map 

4 

3 
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4. User Authentication 
 

 

  

1. Captive Portal with Username and Password 

Following steps show the process of setting up a captive portal with username and password: 

1 

2 

3 

4 

5 

This section includes various methods to authenticate a user. Following are the 

different methods by which you can authenticate a user: 
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2. Captive Portal with Voucher 

3. Captive Portal with LDAP/AD 
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4. Captive Portal with SMS/Email OTP 

5. Captive Portal with Approval Verification 
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Captive portal templates 
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1 

3 

 
Preview 

Edit 

Delete 

6. Captive Portal with Social Media 
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General settings 

Login Methods 
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Look and feel 

Miscellaneous 
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Monetize 
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User Policies 
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2 

Search 

Add Interface 

View Delete 

Edit 
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5. External Gateway Configuration 
 

 

 

     

 

The Gateway Configuration options allow you to change the settings of the gateway, which 

Indio Cloud installs and configures by default. 

 

SMS Gateway Configuration 

What is SMS Gateway? 

SMS Gateway is convenient when you want to send SMS but not from your phone. Short Message Service 

(SMS) gateway is a mechanism by which SMS messages are sent and received. SMS gateways facilitate and 

streamline text messaging processes for organizations, and will often do some of the conversion to 

different formats. 

SMS Gateway in Indio Cloud: 

The SMS Gateway feature in Indio Cloud facilitates user’s mobile number verification with the use of OTP 

(One Time Password) mechanism. When the user enters their mobile number on the captive portal, they 

receive an SMS OTP which is used to verify their number. 

 

The various uses of configuring SMS gateway are (following are the templates): 

1. User Registration Success 
2. User Payment Success 
3. User Forgot Password 
4. User FUP Alert 
5. Login Assist 
6. Voucher Alert 
7. Subscriber Request 
8. Forgot Password 
9. Resend Email Template 
10. Verification Link Retailer 
11. New Distributor Account 
12. New Retailer Account 
13. Verification Link Distributor 
14. New Distributor 
15. New Retailer 
16. Resend OTP 
17. New Retailer Account Through Distributor 
18. New Sub Retailer 
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Payment Gateway Configuration 

2 

Edit 

View 

What is Payment Gateway? 

A payment gateway is a transaction medium between a merchant and a consumer. This technology is the 

simplest way to collect payments digitally. There are four parties that involve the payment gateway 

process: the customer, the merchant, the issuing bank, and the receiving payment or acquiring bank. 

Payment Gateway in Indio Cloud: 

When the provider configures a paid captive portal as a login method, the payment gateway helps in 

processing the payments that are received from the end user. 

 

The various payment gateways that are integrated in Indio Cloud are as follows: 

 

 

1. 2Checkout 
2. Authorize.Net 
3. BillDesk 
4. Enkap 
5. Flutterwave_Rave 
6. Monetbil 
7. PayPal.Std 
8. Paytm 
9. PayUMoney 
10. Razorpay 
11. Stripe 

 

P.S- Payment Gateways can be customized as per requirement. 
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6. Heatmap 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

A Wi-Fi heatmap is a visual representation of the wireless signal coverage and strength. It is an L2 

topology diagram where you can add access points and optionally the controller to which the access 

points are associated with. The heatmaps help you visualize wireless signal coverage on a building 

floor plan. 

Floormap 

Configuration 

Manage Floormap 
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Select the heatmap 

view. 

Indicates the access 

point’s signal 

strength. 
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7. 802.1x Authentication  
 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

Indicates the number 

of clients that are 

connected. 

802.1x is a network authentication protocol that opens ports for network access when an 

organization authenticates a user's identity and authorizes them for access to the network. It allows 

you to create and enforce policies that can restrict access according to an individual's role or their 

permissions.  

Add 

 2 

1 

3 
View 

Delete 
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8. BYOD (Bring Your Own Device)  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

The 802.1x authentication should be attached to the specific device profile. It is essential to upload 

the certificates related to 802.1x. 

What is BYOD? 

Bring your own device (BYOD) refers to the trend of employees using personal devices to connect to 

their organizational networks and access work-related systems and potentially sensitive or 

confidential data. 

BYOD in Indio Cloud: 

Any user who wants to access the network with their personal devices can be authorized using the 

BYOD policy. 

1 

2 

Search 
Import 

MAC 

Add New MAC 

Configurations 

3 
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9. Content Filtering 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Fill in the required details. 

What is Content Filtering? 

Content filtering is the use of a program to screen and/or exclude access to web pages or email 

deemed objectionable. Content filtering works by specifying content patterns — such as text strings or 

objects within images, that, if matched, indicate undesirable content that is to be screened out. A 

content filter will then block access to this content. 

Content Filtering in Indio Cloud: 

Content filtering in Indio Cloud enables you to block domains, content by different categories or 

keywords. 

1 

2 

3 
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Active CF 

profile 
Search 

New CF 

Profile 

Edit Delete 
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10. WIPS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

 

 

 

Search 

Add Scan 

Profile 

1 

2 

Enable WPS (mark 

the checkbox) 

A Wireless Intrusion Prevention system (WIPS) operates at the Layer 2 (data link layer) level 

of the Open Systems Interconnection model. WIPS can detect the presence of rogue or 

misconfigured devices and can prevent them from operating on wireless enterprise networks 

by scanning the network’s RFs for denial of service and other forms of attack. 

3 

1. Rogue AP Detection: It helps you to identify an access point which is set to a similar 

frequency (and channel) as your access point. Once you are notified about the issue, you can 

then adjust the frequency to a different channel to avoid the conflict. 

2. Honeypot/Evil Twin Detection: If an access point is having similar SSID to an existing one, 

this feature helps in detecting the issue. 

3. Misconfigured AP Detection: If an access point fails to apply the configuration, this feature 

notifies you about it. 
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11. SysLog 
   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

12. Events 
 

 

 

 

 

 

 

 

 

 

 

 

Indio Cloud is responsible for storing the system and user logs in a central repository. The Indio Cloud 

system is integrated with the storage server which will be responsible for storing and archiving user 

logs, system logs, AP monitoring status, user browsing logs and session statistics. All logs are properly 

archived and stored for record keeping on the servers. Administrator can easily access the logs when 

required and provide the information to law enforcement agencies. 

1 

2 

1 

2 

Syslog 

Configuration 

Search 

Reload 

Indio Cloud provides extensive logs of all the events that take place in your network. 
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13. External User Import  
 

 

 

   

 

 

 

 

 

 

 

  

In order to import external users that have not signed up using captive portal sign-up methods, 

this feature is convenient to use. 

1 

Search 

Export 

Import 

Reload 

3 
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14. Voucher  

1 

2 

Users can connect to the internet using vouchers which are created from this section. There are 

two types of vouchers that can be created, numeric and alphanumeric. Each voucher batch is 

attached with a login policy (usage quota) which gets applied to the voucher user for browsing the 

internet 

Search 

Reload 
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With over two decades of experience, we have worked closely in the wireless space essentially serving over 25+ million users till date. At Indio, we have seen disruptions in the tech 

sphere and worked alongside them. We solve problems where we see them, we evolve, innovate and adapt. That's why, we constantly craft newer products and solutions to make your 

life easier. 'Simplifying connectivity' is a principle we hold dear, and we plan on bringing it to everyone, everywhere. With a strong presence in over three important geographies, being 

Asia, the Middle East and America, we are always available for quick and responsive customer support. 

For more information visit- www.indionetworks.com 

Indio Networks India, Head 

Office C-410, Teerth 

Technospace Baner,  

Pune -411045, India 

 

#1, Navarathana Gardens, 1st Floor, Sy. No. 

68, Kanakapura Main Road, Bengaluru, 

560062 

Q4-172 

SAIF Zone, Sharjah, 

UAE 

 

815-A Brazos St, Suite 326 

Austin, 

Texas - 78701 U.S.A. 

 

5th Floor Centage 

Plaza, 14 Allen Ave. 

Ikeja, Nigeria 

 

sales@indionetworks.com 
+91 (20) 6715 7377 

+1 888-280-4112 

 

www.indionetworks.com 
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